
Axel Losantos Lizaso
Offensive Security Engineer

EMAIL 0x4xel@gmail.com LOCATION Madrid, Remote

PORTFOLIO 0x4xel.com
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Senior Offensive Security Consultant Zerolynx

July 2024 -> Present Madrid, Spain

 I have effectively conducted Intranet infrastructure assessments, and Active 

Directory assessment

 I have conducted Web assetsments on public and private organisations

 I have been part of the team that conduct Red Team exercises.

Pentester - Security Researcher Mnemo

Jan 2024 -> July 2024 Madrid, Spain

 I have effectively conducted Intranet infrastructure and Active Directory 

assessment

 I have conducted Web assetsments on public and private organisations 

Pentester - Red Team Operator EY

Sep 2022 -> Jan 2024 Madrid, Spain

 I have effectively conducted Intranet infrastructure assessments, employing 

automated tools such as Nmap and Nessus, alongside manual testing of open 

protocol

 I have actively participated in various web pentest assessments of different 

CMS platforms and custom websites, using analysis tools such as Burp Suite 

and proprietary solutions

 I have been a valuable team member involved in the design and implementation 

of the internal infrastructure dedicated to conducting Red Team exercises

 I have actively contributed to high-value client integrations and solutions. For 

instance, I have created OSINT scripts for the detection of compromised 

accounts and enhanced the performance of the reports we deliver to clients

 I have been a part of the Red Team responsible for exploiting vulnerabilities in 

the external network, creating phishing pages, and conducting Red Teaming 

exercises involving command and control (C&C).

Cybersecurity Consultant EY

Jun 2022 -> Sep 2022 Madrid, Spain

 I was part of the security team responsible for analyzing the latest 

vulnerabilities and notify to our client. Also analized the systems that were 

vulnerable to them and contact to tech support to follow up until the 

vulnerability was closed

 Participate on a multinational client by perfoming technical support on 

discovering affected assets using Qualys and Acunetix as main tool

 Participated on the retest of the vulnerabilities patched and Bug Bounty.

Fullstack Developer Wunderapp SL

Sep 2019 -> Jun 2022 Logroño, Spain

 I have successfully developed an integration of a custom CRM based on an ERP 

system using its SQL Server database

 Developed a web panel using PHP Symfony (Silex) as Backend engine and 

JQuery, Bootstrap and Ajax calls in the Frontend

 Developed a mobile application for the management of an intelligent warehouse 

using the Cordova Framework.

Internship Developer Terabyte 2003

Apr 2019 -> Jun 2019 Logroño, Spain

 Engaged in the ongoing maintenance and support of a C-based framework, 

leveraging our proprietary software solutions for optimal performance and 

functionalit

 Executing a comprehensive data migration process, transitioning from the 

existing C framework project to a Ruby-based system. This entails meticulous 

data mapping, transformation, and adaptation to ensure a smooth and 

successful transition while preserving data integrity and functionality
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OSCP Offsec

March 2023 Offensive Security Certified Professional

CRTP Altered Security

May 2023 Certified Red Ream Professiona

eCCPTv2 INE

May 2023 Elearn Security Certified Professional Penetration Tester

CARTP Altered Security

June 2023 Certified Azure Red Team Professional

CRTO Zero Point Security

July 2023 Certified Red Team Operator

CHMRTS CyberWarfare Labs

August 2023 Hybrid Multi-Cloud Red Team Specialist

ARTE Hacktricks Academy

March 2024 Offensive Security Experienced Penetration Tester

CARTE Altered Security

April 2024 Offensive Security Experienced Penetration Tester

CRTL Offsec

May 2024 Offensive Security Experienced Penetration Tester

OSWE Offsec

September 2024 Offensive Security Experienced Web Expert
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experience on IT sector. 


If there is something that I am linked to cybersecurity, it 

is its in-depth career, allowing me to proactively acquire 

knowledge every day of my life that I devote on it.
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https://www.linkedin.com/in/axel-losantos-
lizaso-3a1023189/

GitHub
https://github.com/0x4xel

Medium
https://medium.com/@0x4xel

Hack The Box
https://app.hackthebox.com/profile/772186
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In progress

Computer Engineering Degree
Graduate in July 2022

High-Level Technical Degree on Multiplatform 
Application Development
Graduate in June 2019
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T Web Development

HTML/CSS/JS React Cordova PHP Node.js

Symphony PostgreSQL Python Typescript

Security Knowledge

Web Pentest Infra Pentest Phising Red Team

Cloud Pentest

Tools

Nessus Qualys Acunetix Havoc

Cobalt Strike
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S Spanish
Native

English
Writing, Listening and Speaking (Intermediate)


